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Discussion Document on Electronic Signatures Directive Implementing Regulations

Background

On 28 March, Mr Stephen Byers announced that a consultation document was being issued on the  implementation of those aspects of the EU’s Electronic Signature Directive which had not been implemented by the Electronic Communications Act 2000.  That consultation closed on 19 June 2001.   In a reply to a Parliamentary Question from Mr Todd on 20 July, Mr Douglas Alexander announced that the consultation had raised some issues -  particularly in relation to the implementation of the data protection requirements in Article 8 of the Directive – which required further discussion.  It was hoped that this paper would issue shortly after that announcement.  In the event, parallel developments in relation to the understanding of the requirements of writing in English and Scots law has necessitated that it be delayed until now so that the implications of the Government’s developing policy about updating the law to take account of new information and communication technologies could be taken into account in considering Article 5.1 of the Electronic Signatures Directive.  This paper fulfils the remit to seek further input to the consideration of the policy on the implementation of the Directive and includes a summary of the responses to the consultation and a draft of the proposed implementing regulations.

Key Issues

The consultation document focused discussion by posing questions on the key issues to be resolved prior to implementation.  The following is a summary of where we stand on each of these issues and how, where necessary, they are reflected in the proposed implementing Regulations.

Question 1:  Do you agree that the implementation of a supervisory regime should be based on a de minimis approach and subject to review in two years’ time ?

There was a general acceptance of the case for a de minimis approach and the draft implementing regulations essentially place on the Secretary of State the responsibility to maintain an awareness of the activities and identities of those persons issuing qualified certificates to the public.  The names of those persons shall be maintained in a register which shall be publicly available and the Secretary of State shall have regard to evidence available on conduct of service providers which is detrimental to the interests of those persons using or relying on such certificates.  In the light of these responses, the Department has entered into discussions with tScheme as to how it may assist in the observation and commentary on market practices.  It remains the Department’s intention to review these arrangements to coincide with the Commission’s own review of the functioning of the Directive.

Question 2:  Do you believe that the UK should have a designated body ?  If so, who should it be and how should they assess compliance with Annex 3 ?

The consultation raised a number of interesting issues on the assessment of secure signature creation devices (SSCDs)  in the context of the Directive.  The Government fully accepts that there can be different ways to achieve the assessment of compliance.  Standards acknowledged by the Commission through the Article 3.5 process carry a certain weight but are not the sole route.  Many of the comments speculated on the various approaches which could be taken.  In particular, there was support for a standards based approach in preference to the idea of an approach based on a Common Criteria protection profile for the signature creation device.  The Government cannot take the lead in the preparation of such standards which might be recognised under Article 3.5.  If there were to be an industry or user-led initiative to create such standards then the Government would both explore how those standards would be recognised and whether there was a case for a designated body assessing against such standards.

Until the time that such standards emerge, the only likely prospect of a specification clearing the Article 3.5 process is the proposed approach developed by EESSI and based on Common Criteria profiles.  It is still too early to say whether these standards will prove acceptable to the necessary majority of Member States.  Nevertheless, against the possibility of such standards being approved, and reflecting a widely-held view that a UK route to compliance assessment should be available in the UK, DTI has entered into discussions with CESG about how it might extend its role in the oversight of the current Common Criteria arrangements in the UK to encompass the assessment of profiles embodied in the EESSI standard.  Should this prove viable – and the minimisation of the costs of assessment will be one of the objectives – then CESG is likely to be appointed a designated body by administrative action.   This is not to say, as indicated above, that there will not be a scope for the appointment of one or more additional designated bodies in due course.

Question 3:  What do you believe will be the impact of Article 3.5 and is there any further action that the Government could take ?

No further action is proposed other than taking forward the advice to the public sector referred to in the Consultation Document.   

Question 4:  Do you agree with our analysis of the meaning of Article 3.7 and the proposed course of action to comply with it ?

The Consultation gave rise to some interesting comments relating to the role of the Directive in the implementation of Information Age Government in the UK.  These comments have been noted by the Office of the eEnvoy and will be taken as an input to the consideration of policy on Government/citizen and Government/business transactions.

Question 5:  Do you agree with the proposed regulation to implement Article 5.1(a) ?

This question was clearly the most important to a significant minority of the respondents.  The view was argued forcibly that Article 5.1(a) does not add anything to the current position of electronic signatures in English law.   Both the consultation and, in the light of the recently published views of the Law Commission, the ongoing developments in the Government’s policy on updating the law to take account of the new technologies, have caused the Government to reflect on its original intention specifically to implement Article 5.1(a).   We, along with the Scottish Executive and the Northern Irish administrations, agree with the views expressed in the consultation that Article 5.1(a) does not need to be specifically implemented on the basis that under English, Scots and Northern Irish law, where there is a signature requirement  in relation to data in electronic form, this is capable of being satisfied by an electronic signature including the special type of signature referred to in Article 5.1(a).   This is consistent with the view underlying the developing policy on updating the law that writing requirements are capable, where the context permits, of including data in electronic form.  

Some correspondents questioned the view in the Consultation Document that 5.2 had been implemented in its entirety by Section 7 of the Electronic Communications Act as it did not ensure that electronic signatures were not denied legal effectiveness on the grounds set out in that article.  We do not agree.  Article 5.2 covers different ground from that covered in 5.1 and concerns admissibility of electronic signatures and the legal effectiveness as a method of authentication.  Article 5.1(a) in contrast concerns satisfaction of the legal requirements of a signature.

Question 6:  Do you have any comments on the proposal to implement Article 6, and that this should be achieved by Regulations under the European Communities Act ?

The consultation elicited a number of responses on the detail of the implementation of Article 6.  

Some respondents indicated that where the certification issuance and registration functions are separated, the certification service provider should only be liable for the certification function.  We do not believe that this can implemented on the basis of what is said in the Directive.  Article 6 makes no such distinction and covers only the liability of a certificate service provider who issues or guarantees a qualified certificate to the public with regard to losses incurred in respect of the matters set out in that Article.  We believe that the liability as between the CSP who issues or guarantees a qualified certificate to the public and any organisation who assists in the process but does not take responsibility for the issuance of the certificate, should be a matter for contractual arrangements between the parties.  Some respondents  also considered that Article 6 did not require a certification-service provider to be liable independent of a duty of care.  Liability under Article 6 is not dependent on the existence of a duty of care

Some respondents considered that the identity of the  certificate issuer  must be recognisable to third parties. One of the requirements for a qualified certificate as set out in Annex I to the Directive, is that it contains the identification of the certification-service-provider.

Some respondents said that liability under Article 6 should be subject on a duty on the part of the certificate user not to abuse the system  Liability under Article 6 is not subject to such a duty on that part of the certificate user.

The attached draft implementing Regulations therefore implement Articles 6.1 and 6.2 of the Directive.

The question also arose of whether Article 6.3 and 6.4 meant that these provisions were intended to be the only basis on which exclusions which were possible regardless of whether other such exclusions were reasonable or not.   We do not think so and accordingly we do not consider that specific provision is needed to implement Articles 6.3 and 6.4 as CSPs can already exclude or restrict liability under tort and delict for such matters subject to applicable laws on the exclusion and restriction of liability.        

Question 7:  Do you agree with the proposal to implement Article 8.2 ad thereby place specific data protection requirements on CSPs that issue certificates to the public  ?

This question gave rise to significant concerns.  It was clear that for many it was the first opportunity to look at the detailed wording of the Article and think through the full implications for service provision.  This led many to question the rationale for the additional requirements imposed on certification service providers over and above those imposed by the Data Protection Act 1998.  None could, however, offer a convincing case against implementing Article 8.2 of the Directive.

Some commentators saw problems in the wording of the Directive which could have serious – and unintended -  impacts on the business of certificate service provision.  We agree that the data protection provisions in Article 8.2 relate to data which is collected and used by the certification service provider for the purpose of issuing and maintaining the certificate and not to data the certification service provider might acquire for other purposes.  We have also considered carefully the restriction on processing without consent (which includes disclosure) and concluded that it would lead to contradictory results to disallow disclosure which is required for compliance with certain legal obligations.

The Directive leaves open the method of enforcement and so it is a matter of judgement as to how to find the right approach.  The draft regulations on data protection places a duty on service providers to comply with the terms of the data protection requirements set out in that regulation.  Breach of such a duty shall be actionable by any party suffering damage.  The Crown may also take civil proceedings.  Certain definitions and geographical coverage of the these regulations follows the equivalent provisions of the Data Protection Act 1998.

Question 8:  Do you have any views on the likely impact of the Directive in the UK and how it may assist in promoting trusted and secure electronic transactions ?

The responses to this question did not give the Government the understanding it sought on the likely use of qualified certificates and Secure Signature Creation Devices in the UK.  At present, it is by no means clear that the Directive will have a great impact on the development of authentication services.  Nevertheless, it was interesting to note the generally positive light in which the Directive is viewed while noting the reservations expressed by many on specific issues.  There was a general approval of a light touch to implementing the Directive and the view that market mechanisms – in particular the development of standards and tScheme – should be encouraged and not hindered.

Comments

Attached to this document and draft implementing regulations.  The Department would welcome observations in particular on the way that Article 8 has been dealt with in these draft regulations.  Comments should be received by 11 February 2002.  E-mail responses will be accepted at elecsigsconsultation@dti.gov.uk or you can post your comments to Geoff Smith, DTI, Room 219, 151 Buckingham Palace Road, London, SW1W 9SS.

DRAFT REGULATIONS 

Citation and commencement 

1.   These Regulations may be cited as the Electronic Signatures Regulations 2002 and shall come into force on [           ] 2002.

Interpretation

2.   In these Regulations—

“advanced electronic signature”  means an electronic signature  —

(a) which is uniquely linked to the signatory,

(b) which is capable of identifying the signatory,

(c) which is created using means that the signatory can maintain under his sole control, and

(d) which is linked to the data to which it relates in such a manner that any subsequent change of the data is detectable;

“certificate” means an electronic attestation which links signature-verification data to a person  and confirms the identity of that person;

“certification-service-provider” means a person who issues certificates or provides other services related to electronic signatures;

“Directive” means Directive 1999/93/EC of the European Parliament and of the Council on a Community framework for electronic signatures(
);

“electronic signature” means data in electronic form which are attached to or logically associated with other electronic data and which serve as a method of authentication;  

“qualified certificate” means a certificate which meets the requirements in Schedule 1 and is provided by a certification-service-provider who fulfils the requirements in Schedule 2;

“signatory” means a person who holds a signature-creation device and acts either on his own behalf or on behalf of the person he represents; 

“signature-creation data” means unique data (including, but not limited to, codes or private cryptographic keys)  which are used by the signatory to create an electronic signature;

“signature-creation device” means configured software or hardware used to implement the signature-creation data;

“signature-verification data” means data (including, but not limited to, codes or public cryptographic keys) which are used for the purpose of verifying an electronic signature;

“signature-verification device” means configured software or hardware used to implement the signature-verification data;

“voluntary accreditation” means any permission, setting out rights and obligations specific to the provision of certification services, to be granted upon request by the certification-service-provider concerned by the person charged with the elaboration of, and supervision of compliance with, such rights and obligations, where the certification-service-provider is not entitled to exercise the rights stemming from the permission until he has received the decision of that person.

.   

Supervision of certification-service-providers

3. — LISTNUM "seq1"  It shall be the duty of the Secretary of State to keep under review the carrying on of activities of certification-service-providers who are established in the United Kingdom and who issue qualified certificates to the public and the persons by whom they are carried on with a view to her becoming aware of the identity of those persons and the circumstances relating to the carrying on of those activities. 

(1) It shall also be the duty of the Secretary of State to establish and maintain a register of certification-service-providers who are established in the United Kingdom and who issue qualified certificates to the public.

(2) The Secretary of State shall record in the register the names and addresses of those certification-service-providers of whom she is aware who are established in the United Kingdom and who issue qualified certificates to the public.

(3) The Secretary of State shall publish the register is such manner as she considers appropriate.

(4) The Secretary of State shall have regard to evidence becoming available to her with respect to any course of conduct of a certification-service-provider who is established in the United Kingdom and who issues qualified certificates to the public and which appears to her to be conduct detrimental to the interests of those persons who use or rely on those certificates with a view to making any of this evidence available to the public in such manner as she considers appropriate.

Liability of certification-service-providers

4. — LISTNUM "seq1"  Where—

(a) a certification-service-provider either—

(i) issues a certificate as a qualified certificate to the public, or

(ii) guarantees a qualified certificate to the public,

(b) a person reasonably relies on that certificate for any of the following matters— 

(i) the accuracy of all information contained in the qualified certificate at the time of issue, 

(ii) the inclusion in the qualified certificate of all the details referred to in Schedule 1,

(iii) the holding by the signatory identified in the qualified certificate at the time of its issue of the signature-creation data corresponding to the signature-verification data given or identified in the certificate, or

(iv) the ability of the signature-creation data and the signature-verification data to be used in a complementary manner in cases where the certification-service-provider generates them both,

(c) that person suffers loss as a result of such reliance, and

(d) the certification-service-provider would be liable in damages in respect of the loss—

(i) had a duty of care existed between him and the person referred to in sub-paragraph (b) above, and

(ii) had the certification-service-provider been negligent,

then that certification-service-provider shall be so liable notwithstanding that there is no proof that the certification-service-provider was negligent unless the certification-service-provider proves that he was not negligent.

(2) For the purposes of the certification-service-provider’s liability under paragraph (1) above there shall be a duty of care between that certification-service-provider and the person referred to in paragraph (1)(b) above.  

(3)  Where—

(a) a certification-service-provider issues a certificate as a qualified certificate to the public, 

(b) a person reasonably relies on that certificate, 

(c) that person suffers loss as a result of any failure by the certification service provider to register revocation of the certificate, and

(d) the certification-service provider would be liable in damages in respect of the loss —

(i) had a duty of care existed between him and the person referred to in sub-paragraph (b) above, and

(ii) had the certification-service-provider been negligent, 

then that certification-service-provider shall be so liable notwithstanding that there is no proof that the certification-service-provider was negligent unless the certification-service-provider proves that he was not negligent.

(4) For the purposes of the certification-service-provider’s liability under paragraph (3) above there shall be a duty of care between that certification-service-provider and the person referred to in paragraph (3)(b) above.   

Data Protection

5. — LISTNUM "seq1"  A certification-service-provider who issues certificates to the public and to whom this paragraph applies in accordance with paragraph (7) below—   

(a) shall not obtain personal data for the purpose of issuing or maintaining the certificate otherwise than directly from the data subject or after the explicit consent of the data subject, and

(b) shall not process the personal data referred to in sub-paragraph (a) above —

(i) to a greater extent than is necessary for the purpose of issuing and maintaining the certificate, or 

(ii) to a greater extent than is necessary for any other purpose to which the data subject has explicitly consented,

unless the processing is necessary for compliance with any legal obligation to which the                                        certification-service-provider  is subject, other than an obligation imposed by contract. 

(2)  A certification-service-provider who issues certificates to the public and to whom paragraph (1) above applies shall have  a duty to comply with that paragraph.

(3) The duty shall be owed to any person who may be affected by a contravention of paragraph (1) above.

(4) Any breach of the duty which causes a person to sustain loss or damage shall be actionable by him.

(5) Compliance with paragraph (1) above shall also be enforceable by civil proceedings brought by the Crown for an injunction or for an interdict or for any other appropriate relief or remedy.

(6) Paragraph (5) above shall not prejudice any right that a person may have by virtue of paragraph (4) above to bring civil proceedings for the contravention or apprehended contravention of paragraph (1) above.

(7)  Paragraph (1) above applies to a certification-service-provider in respect of personal data only if the certification-service-provider is established in the United Kingdom and the personal data are processed in the context of that establishment.

(8) For the purposes of paragraph (7) above, each of the following is to be treated as established in the United Kingdom—

(a) an individual who is ordinarily resident in the United Kingdom,

(b) a body incorporated under the law of, or in any part of, the United Kingdom,

(c) a partnership or other unincorporated association formed under the law of any part of the United Kingdom, and 

(d) any person who does not fall within sub-paragraph (a), (b) or (c) above but maintains in the United Kingdom –

(i) an office, branch or agency through which he carries on any activity, or

(ii) a regular practice.

(9) In this regulation—

“data subject” and “personal data” and “processing” shall have the same meanings as in section 1(1) of the Data Protection Act 1998(
), and

““obtain” shall  bear the same interpretation as “obtaining” in section 1(2) of the Data Protection Act 1998.

                                                        SCHEDULE 1                                   (Regulation 2)   

(Annex I to the Directive)

Requirements for qualified certificates

Qualified certificates must contain:

(a) an indication that the certificate is issued as a qualified certificate;

(b) the identification of the certification-service-provider and the State in which it is established;

(c) the name of the signatory or a pseudonym, which shall be identified as such;

(d) provision for a specific attribute of the signatory to be included if relevant, depending on the purpose for which the certificate is intended;

(e) signature-verification data which correspond to signature-creation data under the control of the signatory;

(f) an indication of the beginning and end of the period of validity of the certificate;

(g) the identity code of the certificate;

(h) the advanced electronic signature of the certification-service-provider issuing it;

(i) limitations on the scope of use of the certificate, if applicable; and

(j) limits on the value of transactions for which the certificate can be used, if applicable.  

       SCHEDULE 2                                (Regulation 2)   

(Annex II to the Directive)

requirements for certification-service-providers issuing qualified certificates

Certification-service-providers must:

   (a)    demonstrate the reliability necessary for providing certification services;

   (b)    ensure the operation of a prompt and secure directory and a secure and immediate           revocation service; 


(c) ensure that the date and time when a certificate is issued or revoked can be determined precisely;

(d) verify, by appropriate means in accordance with national law, the identity and, if applicable, any specific attributes of the person to which a qualified certificate is issued;

(e) employ personnel who possess the expert knowledge, experience, and qualifications necessary for the services provided, in particular competence at managerial level, expertise in electronic signature technology and familiarity with proper security procedures; they must also apply administrative and management procedures which are adequate and correspond to recognised standards;

(f) use trustworthy systems  and products which are protected against modification and ensure the technical and cryptographic security of the process supported by them;

(g) take measures against forgery of certificates, and, in cases where the certification-service- provider generates signature-creation data, guarantee confidentiality during the process of generating such data;

(h) maintain sufficient financial resources to operate in conformity with the requirements laid down in the Directive, in particular to bear the risk of liability for damages, for example, by obtaining appropriate insurance;

(i) record all relevant information concerning a qualified certificate for an appropriate period of time, in particular for the purpose of providing evidence of certification for the purposes of legal proceedings. Such recording may be done electronically;

(j) not store or copy signature-creation data of the person to whom the certification-service-provider provided key management services;

(k) before entering into a contractual relationship with a person seeking a certificate to support his electronic signature inform that person by a durable means of communication of the precise terms and conditions regarding the use of the certificate, including any limitations on its use, the existence of a voluntary accreditation scheme and procedures for complaints and dispute settlement. Such information, which may be transmitted electronically, must be in writing and in readily understandable language. Relevant parts of this information must also be made available on request to third-parties relying on the certificate;

(l) use trustworthy systems to store certificates in a verifiable form so that:

· only authorised persons can make entries and changes,

· information can be checked for authenticity,

· certificates are publicly available for retrieval in only those cases for which the certificate-holder’s consent has been obtained, and 

· any technical changes compromising these security requirements are apparent to the operator.   
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